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HUONG DAN GO IP BLACKLIST MOT SO LOI THUONG GAP

1. Muc dich, d6i twong va pham vi si dung

- Ta1 li¢u nay nhim muc dich hd tro cho cac bd phan cham soc khach hang hé tro
khach hang thuc hién kiém tra, g& IP Blacklist (IP dung lam IP server mail) anh
huéng dén dich vu khach hang.

- Pham vi1 stt dung: VTNet, VTS, VTT.

2. Dinh nghia va thuat ngir

STT | Thuat ngir Giai thich
1 VTNet Téng Cong ty Mang luéi Viettel
2 VTS Téng Cong ty Giai phap Doanh nghiép Viettel
3 VTT Téng Cong ty Vién thong Viettel
4 TT VHKTTC |Trung tim Vén hanh Khai thac Toan cau - VINet
5 CSKH Bo phan cham soc khach hang
6 IP Blacklist | Danh sach cdc IP bi liétké béi cac t6 chitc chéng Spam

i _ Viét tit cta tir Pointer Record 12 ban ghi nguoc anh xa mot
7 Ban ghi PTR | . .9
dia chi IP dén mot tén mién

Tén mién (Domain name) la dinh danh cua mot wesite tén

8 Domain
Internet
May chu mail cho phép open relay sé mac dinh cho phép
Open Relay ) A A e, X i
9 A nguo1 dung khong can phai xac thuc van c6 kha nang gt
ccess
mail thong qua may chu nay
10 BO ISP B6 phan BO ISP - P. IP&CDBR - TT VHKTTC
3. Hién twong

Khach hang st dung IP tinh khong giti duoc email dén cac email khac do IP d3 bi
1iét vao danh sach blacklist ctia cic t6 chitc chéng Spam nhu: Spamhaus Zen,
Protected Sky, Uceprotect]2 va Uceprotect]3...Can luu y IP Blacklist chi lién quan
dén viéc ngin chin spam mail, nghia 13 IP dung 1am server mail, khong lién quan

dén viée truy cip web. Trude khi g& IP Blacklist can hoi thong tin khach hang c6
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dung IP nay lam server mail khong, dia chi web mail ctia khach hang 1a gi (Vi du:

mail.viettel.com.vn).

4. Nguyén nhan

IP cta khach hang bi cac t6 chitc chéng Spam 1iét vao danh sach blacklist c6 thé
nim trong cic nguyén nhan sau:

- IP cta khach hang c6 thé bi lam dung dé phat tan thu rac.

- Néu khach hang dung NAT dé chia sé duong truyén Intemet cho nhiéu ngudi ding
ding sau NAT, c6 thé mot vai ngudi ding di va dang st dung dudng truyén nay dé
phat tan thu rac, thu quang cdo hodc email ¢6 chtta virus (c6 thé ngudi dung d6 d3
bi nhiém spyware, trojan, virus...).

- Mail server khach hang cho phép Open Relay Access.

- Mail server cua khach hang khong c6 bang ghi ngugc PTR.

5. Kiém tra khai bao ban ghi ngwoc PTR ciia mail server.

Viéc khai bao ban ghi ngwoc PTR ¢6 thé 13 mét trong nhitng nguyén nhan din dén
viéc céac to chitc dua vao blacklist hodc bi mail server dau nhan thuc hién kiém tra
chéng spam néu khong khai PTR thi email gti dén s& bi chin. Vi vay, truée khi g&
blacklist can kiém tra khai bdo PTR ctia dia chi IP.

Truy cap hitps.://mxtoolbox.com/ReverseLookup.aspx nhap dia chi IP can kiém tra.

- Néu két qua tra vé 1a IP khach hang c6 mét domain trong tmg, thi chimg t6 IP cia

khach hang da duoc khai ban ghi nguoc PTR.

&« C & mxtoolbox.com/Superfool.aspx?action=ptr%3a220.231.107.133&run=toclpage

-
TOOLBOX
Lt

SuperTool eeta?

220231107133

ptr:220.231:107.133  llaCl B

Type IP Address Domain Name
FTR 20.231.107.133
Test Result
(] DNS Record Published DNS Record found
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- Néu két qua tra vé 13 “no record found” chimg t6 IP cua khach hang chwa duoc

khai ban ghi ngwoc PTR. CSKH thuc hién tao phiéu yéu cau gui dén BO ISP dé hd

tro khai bao.

—
TOOLBOX"

SuperTool eeta7

220.231.107.134

ptr:220.231.107.136

Test

(%) DNS Record Published

6. Hwong dan gé IP Blacklist

Sau diy 1a huéng din khic phuc mot sé 161 blacklist thudng gip anh hudng dén
viéc giri/nhin email ciia khach hang. Néu cé cac 161 khac xuat hién ngoai huéng
dan nay thi cach lam van twong tu, ngudi doc chit dong lam theo huéng dan cua
website dang gan blacklist cho IP dé thue hién.

Luu y: Riéng 2 15i blacklist Uceprotect]l2 va Uceprotectl3, hién tai dang xay ra
véi tat ca cac IP Viettel thude AS 7552, nhung khong anh huéng dén dich vu khach
hang. Truong hop khach hang van yéu ciu Viettel g& blacklist, thi phai chuyén kinh
doanh xem xét vi g& blacklist cho hai 16i nay s& mat phi. Tuy nhién, tai liéu nay

cling c6 huéng din cac budce co ban dé g& blacklist va thanh toan.

6.1 L6i Spamhaus Zen

Buwéc 1: Truy cip htips://mxtoolbox.com chon trudmg “Blacklist”, va dién IP can

kiém tra.
Céc 131 blacklist s& duoc liét ké ra, kich chon “detail” dé xem chi tiét Iy do bi

blacklist va tim link g&.
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“ c & mxtoolbox.com/SuperTool.aspx?action=blacklist®%3a115.77.101.16%8run=toolpage
mmw
SuperTool

SuperToal Beta?

115.77.101.169 Blacklis! Check -

blacklist:115.77.101.169
® BLACKLISTING isn’t the ONLY email ¢

(D We notice you are on a blacklist.

Checking 115.77.101.169 against 82 known blacklists...
Listed 4 times with 0 timeouts

Blacklist Reason
o LISTED RATS Dyna 115 TEA01.169 was listed (Detail
o LISTED Spamh; EN 1M577.101.169 was IiStEd
© LISTED UCEPROTECTL2 15.77.101.169 was [isted | Datail
o LISTED UCEPROTECTL3 115.77.101.169 wae fisted | Detail

QoK 0SPAM
Buéc 2: Sau khi kich chon “detail” s& hién thi nhu hinh dwé1, kéo xudng cudi trang
xem muc “delisting request” s& c6 link din dén trang chi, chon link thir nhat hay
link thi hai nhu trong hinh déu duoc.

(© spamhaus ZEN

What you see when your domain has this problem
© Aadded to Spamhaus ZEN

Add blacklist monitor for 115.77.101.168

More Information About Spamhaus Zen
Inclusion in the Spamhaus-ZEN Blacklist results from sub-listings in one or more the following Blacklists

> CBL - You have contracted a virus or malware that is operating a botnet, either on your email server on a workstation behind thi
> XBL - (Spamhaus Exploits Block List) is areak-time database of IP addresses of hijacked PCs infected by illegal 3rd-party explc
> PBL - Spamhaus PBL is a DNSBL datahasé of end-user IP address ranges that should not be delivering unauthenticated SMTF

Spamhaus Zen Reports Dynamic lp Addresses

Dynamic-based-Blacklists will list many"BHCP ranges of IP Addresses from Internet Service Providers. You could be listed if your IP A
a distinguishg®PTR-Record, aka a "Reverse DNS Entry.”

Spamhabs Zen Repopts-Open Relays

Relay/Proxy-based Blackisis typically list email servers and/or hosinames that are sending Unsolicited Bulk Email (UBE) that is dlearh
of the Email Server, cammonly referred to as an Open Relay. An Open (Mail) Relay is an SMTP server configured in such a way that it
users

Spamhaus Zen Reports Sources Of Spam

Spam-based Blacklists are those that will list either single IP Addresses or entire ranges that have actually received Spam, |.e. Unsolic
email account, an Open Relay. or simply sending mass emails / marketing and not following best practices according to the "CAN-SP#

Spamhaus Zen Reports Virus Infected Sources

\ias-based Blacklists are those that will list single IP Addresses (or hostnames) of email servers that have sent Spam traffic that is ge
a'user visiting a webpage that houses an infection and downloads makvare on a PC which then creates a "mini SMTP” server used to
the actual machine housing the "Email server platform™ or on a local PC which is allowed to connect to the Email Server IP Address or

Spamhaus Zen Requires A Manual Delisting Request

This blacklist does support a manual request to remove or delist your IP Address from their database. Please note that removal reque:
being relisted in that database, which can cause subsequent problems and extended listing periods without release

More information about Spamhaus ZEN can be found at their websit yamhaus.org

Reason for listing
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Buwérc 3: Sau khi vao trang chu Spamhaus chon muc “Blocklist Removal Center”

SPAM HAUS (f_ THE SPAMHAUS PROJECT

SBL XBL PBL DBL DROP ROKSO

Blocklist Removal Center About Spamhaus | Contacts | Official Statements | FAQs j~News Blog

With a 20 year history, vast internet data traffic visibility and protecting over 3 Billion users,
Spamhaus is the industry leader in realtime actionable highly accurate threat intelligence

Blocklists [FleckiEtREmovallI  ocuments = ROKSO Spamhaus News

Safe DNSBLs for Safe Filters Blocked? To check, get info » Email Marketing Guide » Register of Known Spam Pobr candiig practices
and resolve listings go to » The Definition of "Spam Operations trigger a tidal wave of
SBL » Blocklist Removal Center » Consumer Protectiop » ROKSO-Policy & FAQs informational listings
The recent spate of
Blocklist Use Datafeed ISP Area informational listings from our

XBL m - — researchers has highlighted
» DNSBL Usage Terms » Datafeed service for ISPs HISP Area some pretty poor sending

Buwéc 4: Dién IP cin g& blacklist vanhan “Lookup”

IP AND DOMAIN REPUTATION CHECKER

115.77.101.169 X

Lookup

Buéc 5: Néu 6 buée 2 khong chon link 1 ma vao thing link 2 thi ciing s& dan d&én
trang bén dud1i, sau do kich chon “Show detail”
5
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This IP is listed in the Policy Blocklist (PBL)

v
Don't panic!

The inclusion of your IP address on the Policy Blocklist (PBL) is standard for the vast
majority of internet users and is not the result of your actions. Here are some key PBL
facts for your understanding:

*» Being on this list does not mean you won't be able to send emails.
* You do not need to request removal from PBEL.

*  This listing is controlled by your Internet Service Provider (ISP), not
Spamhaus.

*  Your ISP lists ranges of IP addresses that shouldn't be sending email
directly to the internet.

« Typically, IPs of broadband or dial-up customers will be included in thi¥
list.

s  Thisis part of Internet best practices enacted to protect all usars.

Run your own mail server?

If you run your own mail server, and require removal from the PBL splease click on
“Show Details™ to review your ISP's policy. Once you have reviewed the policy, please
tick the “I am running my own mail server” check-box at the bdttom of the page to
enable removal.

NOTE: Exclusions are only valid for 1year. If your IP getsdisted on anothet Spamhaus
Blocklist, it will automatically be relisted on the PBLs

I Show details VI

Buéc 6: Tich chon “I am running my own mail server” 101 chon “Next steps”

Hide details A

Outbound Email policy of The'Spamhaus- Project for this IP range

This IP address range has been iddnptified by Spamhaus as not meeting our policy for IP addresses
permitted to deliver unauthentiéatad 'direct-to-px.email to PEL users.

Important: If you are using any normal email software (such as Outlook, Entourage, Thunderbird, Apple
Mail, etc)) and you are being blocked by this Spamhaus PEL listing when you try to send email, the
reason is simply that you need to turn op,"SMTP Authentication” in your email program settings. For
help with SMTP Authentication or waystg quickly fix this problem click here.

Removal procedure

If you are natlu$ing normal email software but instead are running a mail server and you are the owner
of a StaticP-gddress in therarige 115.72.0.0/13 and you have a legitimate reason for operating a mail
server on'thit IP, you canautomatically remove (suppress) your static IP address from the PBL database.

About The PBL

Thia Spamhaus Policy Block List (PBL) is an international anti-spam systerm maintained by The
Spamhaus Projeet in conjunction with Internet Service Providers and is used by Internet networks to
enforce inbatyyd email policies. The PBL database lists end-user IP address ranges which should not be
delivering.onauthenticated email to any mail server except those provided for specifically for that
customer's use. The PBL lists only IP addresses (not domains or email addresses).

For fullinformation on how the PBL operates please see the PBL Home page and the
PBL Frequently Asked Questions.

I + | lam running my own mail server I E
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Buéc 7: Dién cac théng tin ho tén va dia chi email nhu yéu cau dé hé thong gur
email xac nhan theo dung dia chi.
Luu y: email nhdn ma ngdu nhién trang web gii vé phdi la email c¢é dinh danh, vi

du. mail (@gnsvn.com, viettel.com.vn. Khong duoc la public nhu mail cua Google,

(/] 1 3

Explanation Verification Conclusion

Removing (115.77.101.169) from PBL

We need your details to process your request

Please fill out and submit the form below. You will receive an
email to verify your address (remember to check your junk folder!).
Once you have confirmed your email address, we can begin
reviewing your delisting request.

Full name*

Email*

-@viettel.com.vn

Confirm email*

viettel.com.vn

Please provide details regarding the issue* @

I can not send/receive the email|

s Submit
duoc bao vé bing reCAPTCHA [ ap |
Bdo mét - Didy khodn

Sau khi “Submit” hé théng s& thong bao kiém tra email dé xéc thuc.
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® 2 3

Explanation Verification Conclusion

Thank you for submitting your details!

Now, please go check your email and verify your email address.

You will receive an email from noreply@spamhaus.org. Please click on the link in the email. Once
you have verified your email address, either the listing will be removed immediately, or a ticket
will automatically be created for review by our team. PLEASE NOTE: If a reroval is automatic, any
notes submitted with it will not be read.

Buéc 8: Check email sé nhan duoc mot thong bao yéu cAu x4c nhin va mot duong

link, vui long nhan vao link dé xdc nhan.

Spamhaus request verification for 115.77.101.169

From: |_noreply@spamhaus.org

-.ienel_(om_w\
Gip Bearaiaue

Case ID: ST3348571

Thank you for contacting Spamhaus remavals,

The email address hieunttG@vieifel.com.vn has submitted a request for removal of 115.77.101.169 from
a Spamhaus list. This request was received from 115.74.141.221 at 2023-07-07 2:24:58 UTC. If this was
you, please verify your email address by clicking the following link:

|hnos:.-'-’:heck.spamhal|s.org’verifying_ermin. 28=ST3348571&b=da3ele44884ae3e8e72162d85208ae26. l
—

Best wishes,
The Spamhaus Project Team

DPo1 hé théng kiém tra tAm 30s.

® 1 3

Explanation Verification Conclusion

We are checking the status of your removal request!

Checking
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Sau khi hé théng hoan tat kiém tra, s& nhan duoc thong bao delisting thanh cong
nhu hinh duéi nhung phai doi tim 30 phat dén 1h (d6i v6i 161 nay) thi IP méi duoc
g0 blacklist.

Luu y: cdc trang web sé co thoi gian xdc thuc lai viéc yéu cdu delist ¢6 phit hop
khong, thong thuong sau khi delist nén doi khoang 24h vao check lai, nén thong
bdo véi KH doi khodng 24h, dé viéc delist ¢6 hiéu luc. Ngoai trir 1 s6 trang thoi
gian cho khoang 48h (BARRACUDA ...)

9 O =&

Explanation Verification Conclusion

Delisting successful

Nice work and congratulations!
You have successfully removed yourself from this blocklist.

Our Hausbots can take a short time to process the removal, so this
listing will show until the removal is propagated.

The listing will not happen again if the root cause is resolved. In
the event of continuing or new issues, re-listing can occur.

Multiple removal requests will result in a ticket automatically
being created for review. Our delisting team will work with you via
our ticketing center to resolve your continuing issues.

{ View our FAQs /'j

Buwéce 10: Vao lai trang chu htips://mxtoolbox.com check lai IP s€ thz"’ly 161 blacklist

Spamhaus ZEN d3 bién mat.

& C # mxtgolboicom, /SuperTool.aspi?action=blacklist%3a115.77.101.169&run=toolpage
M) rooisar
O—-—-———-

SuperTool

SuperTool Beta?

1577107169 Blacklist Check -

placklist:115.77.101.160 (DRl (B
BLACKLISTING isn’t the ONLY email

®-We notice you are on a biacklist. Lo gl T ]

Checking 115.77.101.169 against 82 known blacklists
Listed 3 times with 1 timeouts

Blacklist Reason
©UISTED RATS Dyna 115.77.101.169 was listed | Detail
oll:—!ll o UCEPROTECTL2 115.77.101.169 was lisled | Datail
© LISTED UCEPROTECTL3 115.77.101.169 was isted | Datail
[ o4 05PAM
9
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6.2 L6i Protected Sky
Buéc 1. Tiép tuc truy cap: htip://mxtoolbox.com/blacklists.aspx dé kiém tra IP c6

nim trong blacklist khong va chon “detail” nhu buwée 1 161 Spamhaus Zen.
Buéc 2: Truy cp thing link http./psky.me?125.234.96.163 nhu hinh

More Information About Protected Sky

A listing by Protected Sky RBL indicates that the IP address has been identified as a spam source. The
Protected Sky RBL lists IPs based on reputation scoring using several factors to determine a good, poor,
or bad reputation. Protected Sky RBL blacklists IP addresses in two categories:

-

+ Poor Reputation: IP address has been seen with a high rate of spam (It advises mail platforms using
this RBL to defer the message for later)

+ Bad Reputation: |P address has been seen to have a very high rate of spam (It advises mail platforms

using this RBL to reject the message at SMTP submission)

More information about Protected Sky can be found at their website: http/ipsky me/

Reason for listing - Bad Reputation §See http://psky. me?125.234.96.163 - |

Buéc 3: Chon “Request a Delisting”
Reputation Check

RBL Lookup for 125.234.96.163

Bad Reputation

Spam Level

Buéc 4: Dién mot so6 thong tin can thiet:
Please complete the form'below to delist 125234 96.163.
The delist process is automated, and you will not receieve an email back
Your Name

ha thuc phuc

Your Email Address

hathucphuc@gnsvn_com

Reason for Delisting

IP is not blacklist

Your relation to the IP:

I'm unsure ’

I'm not a robot

Buwéc 5: Nhan thong bao da delist thanh cong.

10
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Thank you for your delist request.
The IP address 125.234.96.163 has been delisted.

Note: If we see heavy spam from this IP again, it will be automatically re-
added.

Removal Control: Request Accepted

The IP address has been added to the PBL Removals database. Please allow 30 minutes for servers around the world to update
their data. Under normal circumstances, in approximately 30 minutes you should be able to send email directly to networks
that use Spamhaus’ Policy Block List system.

Note that the PEL Removal System will now automatically run a check on the removed IP address and will re-activate the PBL
listing if the IP address is found to be dynamic, not a real mail server, having any history of sending spam,_or if it appears
infected with a virus/trojan.

Buéc 6: Sau 30 phat nhu thong bao trén, vio lai trang dau tién kiém tra xem con

blacklist khong.
M) oo,

SuperTool Beta7
125.234.96.163 Blackiist Check -~

blacklist:125.234.96.163

@ BLACKLISTING isn't the ONLY email

(@ We notice you are on a blacklist. eIl TIEREEN LR ST

Checking 125.234.96.163 against 82 known blacklists,
Listed 2 times with 2 timeouts

Blacklist Reason

©LISTED UCEPROTECTL2 125.234.96.163 was listed | Detail
QUISTED UCEPROTECTL3 125.234.96.163 was listed | Detail
@ oK DSPAM

6.3 L6i Uceprotectl2 va Uceprotectl3
Buéc 1: Tuong tu check blacklist nhu cac 161 bén trén sau d6 click vao “detail” dé

xem chi tiét va tim link dan dén web chinh.

11
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Uceprotectl2 Reports Sources Of Spam

Spam-based Blacklists are those that will list either single IP Addresses or entire ranges that have actually received Spam, i.e. Unsolicited Bulk
Email (UBE) in their Spamtraps from an IP-Address. This could be a result of a compromised email account, an Open Relay, or simply sending mass
emails / marketing and not following best practices according to the "CAN-SPAM Act of 2003" (ref. https./fen.wikipedia.org/wiki/CAN-
SPAM_Act_of_2003)

Uceprotectl2 Automatically Delists Entries

This blacklist does not offer any form of manual request to delist. Your IP Address will either automatically expire from listing after a given timeframe,
or after time expires from the last receipt of spam into their spamiraps from your IP Address.

Uceprotectl2 Accepts Payments Or Donations

This blacklist does support a manual request to remove, delist, or expedite your IP Address from their database upon Payment or Donation of fees to
their organization. Please note the following; 1) MxToolBox does not in any way advocate the paying of removal from any blacklists. 2) Removal
requests that are submitted without addressing the core problem will likely result in your IP Address being relisted in the database which can cause
subsequent problems and extended listing periods without release.

More information about UCEPROTECTL2 can be found at their websilelhl'.p_." www.uceprotect.net I

Reason for listing - Net 115.77 .64 0/18 is UCEPROTECT-Level2 listed because 171 impacts are seen from VIETEL-AS-AP Viettel Group:
VNIASTS52 there See'hnp.--'\.vww.uceprotect.neL’rolcneck.pnp?ipr:115 77.101.169

DMARC is to improving Email De

Email is the key to your customer communication strategy. But, what is your email reputation?

ty!

Setting up and managing your DMARC configuration is the key to getting insight into your email delivery. MxToolbox is the-key to understanding
DMARC.

Buéc 2: Kich vao “Test and remove listings”
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Bitte wihlen Sie Ihre gewiinschte Sprache - Please choose vour preferred language

DEUTSCH

Hauptseite aufrufen oder Eintrige priifen und entfernen.

ENGLISH

Do not send SPAM to us,

otherwise your IP will be
BLACKLISTED.

Sau do nhap lai IP. va chon “Start testing”
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Spammer listings within the last 7 days:

Level 1: ® 92322 IP's, Level 2: ® 19183 Allocations, Level 3: # 1050 ASN's. Last Updated: 08.07.2023 11:06 CEST
Realtime Outbreakmonitor

SPECIAL OPTION FOR PROVIDERS:
GET ALERTS WITH EXACT TIMESTAMPS AND IP'S OF YOUR ABUSERS BY EMAIL

Subscribe our feedback-service here.

Users please test your IP adresses. Providers please test your AS number instead.
AFTER YOU CLICKED START TESTING, PLEASE WAIT FOR THE PAGE HAS FULLY LOADED AND READ IT COMPLETELY!

Only manual queries are allowed.
1P's abusing this page with automatic or excessive queries will be locked out.

Test : value:l115.77.101.169) | Jl Start Testing

Buéc 3: Sau khi chon “Start Testing” kéo xubng duéi s& thay duong din va trang

add whaitelist, kich chon link nhu hinh.

uceprotect.net/en/rblcheck.php

Networks this [P belongs to

Networks i the oSt days it e st T Gays e
& E8115.72.0.013 69 661
& [ 115.77.0.0116 8 159
& I 115.77.64.018 4 134

UCEPROTECT Network operates three levels of blacklisting, so-our users can make the decision how strong they want to filter.
While UCEPROTECT-Level 1 lists single IP's only, UCEPROTECT Level 2 is an escalation list.

According to the table above allocations get listed at Level 2 if there were too many Impacts from Level 1 listed |P’s in that ranges.
In other words: Too much abuse was seen from one or several networks which your IP belongs to, within the last week

That is the reason why your mail has been blocked.

(Click here to see the Policy for UCEPROTECT-Level 2

Level 2 is basically nothing more than pure mathematics based on the number of Impacts from Level 1 listed IP's.

Who is responsible for this listing?

YOU ARE NOT!. Your IP 115.77.101.169 was NOT directly involved in aabuse, but has a bad neighborhood. Other customers within this range did not care about their security and got t
there is a serious problem.

We are somy for you, but you have chosen an provider not acting fast enough on abusers

Therefore we recommend:

Please send a complaint to your provider and raquest they fix this problem immediatly

Think about this: You pay them so that you can use the Internet without problems:

If they are ignoring your complaint or claiming they can't-do anything, you should consider changing your provider.

(Can't you make an exception for me?

\We never make exceptions, Requests to us are futile h|s problem.

Anyway our system respects |P's which are reglstered 4 hese are excluded from Level 2

How can this netrange be removed from Level 27

After your provider has fixed his problems, the UCEPROTECT-Level 2 listing will be removed automatically and free of charge as soon as the causal Level 1 listings and with them their
Every IP tempaorary listed at Level 1 axpires 7 days after we have seen the last abusive action originating from it

Automatic expiration is free of charge. because it does not require manual work.

If your provider.don't want to wait for free expiration, they can opticnally order dited express delisting if offered. which is charged a total of 249 CHF per Level 2 listed netrange.

(Orders for expedited express delisting are processed by external service pm\rlders therfore it cannot ba offered for free
It is necessary that all problems which have caused the Lavel 2 listing are fixed in first place, otherwise this netrange might end up in Level 2 again within a short timeframe

What does it mean to be listed at the UCEPROTECT-Level 22
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Buwéc 4: Nhap IP, chon “go”.

Home | Policy | Usage | FAQ | License

Welcome to Whitelisted.org

If you are not an abuser, you have the chance to add your Mailserver-IP to our whitelist zone.

This whitelistzone is available by DNS as ips.whitelisted.org and registered IP's are also excluded from neighborhood blocklists
such as UCEPROTECT Levels 2 and 3.

This means if your Netrange or Provider gets listed in UCEPROTECT Level 2 or 3, then your IP will by excluded and marked as clean, if registered with us.

This is done as long as your subscription is valid and your system is NOT listed in UCEPROTECT Level 1 for abuse.
If your IP gets listed at UCEPROTECT-Level 1 for abuse, it can and will no longer stay in ips.whitelisted.org!

Check status of 1P:§115.77.101.169)

Sau do so chon thanh toan theo thang, ndm s€ hién so tién fwong tng ro1 chon

“continue”

Home | Policy | Usage | FAQ | License

Result:

WHITELISTING IS RECOMMENDED FOR IP 115.77.101.169.

Your IP is listed in UCEPROTECT Level-2 Netrange 115.77.64.0/18.
Your IP is also listed in UCEPROTECT Level-3.

Since your IP wasn't directly involved in abuse, you can exclude your IP from neigborhood blocklists as UCEPROTECT Levels 2 and 2 and others that
are importing our whitelist, by registering your IP with us.

Registration is available for 1 Month (25 CHF), & Month (50 CHF), 12 Month (70 CHF), 24 Month (20 CHF)
PLEASE NOTE: Registering your IP with us doesn’t give you a free ride for spamming / portscanning / hacking.
Exclusion from UCEPROTECT Levels 2 and 3 will only affect the DNSBL Zones if no abuse originates from your IP.

If your IP is seen spamming. / portscanning / hacking after you registered with us, we will drop your IP from our whitelist-zone
ips.whitelisted.org immediatley and we will list your IP at our blocklist UCEPROTECT-Level 1 for abuse instead.

You will get notified to your Paymentserviceaccount’s E-Mailaddress if that happens or in case your subscription ends.

Register my IP 115.77.101.169 with ipsiwhitelisted.org and exclude it from UCEPROTECT Levels 2 and 3 forff 12 Month (70 C EM

contact | @ 2009-2023 by UCEPROTECT-Network
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Buéc 5: Dién thong tin nhu yéu ciu va chon thanh toan.

Whitelisted.org

Paymentgateway

Whitelist IP 115.77.101.169 for 12 month.
Exclude your IP from UCEPROTECT Level2 & Level3. Add your IP to ips.whitelisted.org RBL.

All payments will be processed through www.stripe.com.

You will be redirected to their checkout page.

A creditcard with active 3-D Secure and a valid emailaddress or Apple-Pay is
required.

If your creditcard is not 3-D Secure enabled yet, you will have to activate it
in first place. Contact your bank for assistance in activating 3-DSecure.
Also note and remember that all payments to us will show up as
UCEPROTECT-Network on your creditcard invoice.

ease enter a vali

click here to pay 70 CHF using stripe 1
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